
June 5th - 6th, JW Marriott Resort Las Vegas

The CU InfoSecurity Conference is
the original and premier confer-
ence dedicated solely to credit
union security. Our speakers are
industry leaders in their respective
security fields and will provide
practical advice on securing your
credit union. This is a tremendous
opportunity to network with your
credit union peers and visit our
Security Vendor Reception. Here
are just some of the topics that will
be covered in this two and one
half day security summit:
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World Class Speakers & Sponsors

Astaro

Netsecuris 

Harland Financial
Solutions  

Digital Resolve

TriGeoTraceSecurity

Clareity Security 

JCS & Associates

Sydel

LogRhythm

Prism Microsystems

ZixCorp

ICS

Ewart Technologies

Arcot

MagTek

Proofpoint

HEIT

�� Host-based IPS

�� Malware Threats

�� Endpoint Security

�� E-mail Encryption

�� Social Engineering

�� Spreadsheet Security

�� Log File Management

�� Self Defending Networks

�� Telecom Disaster Recovery

�� Mobile Phone Authentication

�� Online Transaction Monitoring 

�� ���� �� ����

Credit Union Tour - Ensign FCU

Code Green Networks e-DMZ Security  

Perimeter eSecurity 

Come join us for a tour of Ensign’s branch and main office where they will

demonstrate some interesting features such as: a secure Internet cafe; digital

merchandising; teller cash dispensers; a CyberKey system, a low cost but pow-

erful Digital Video Recording system; drive-thru video teller system; a sophisti-

cated UPS/power backup system; a 100MB WAN with a double encrypted 3MB

wireless WAN backup connection; and offsite data mirroring capabilities.



Agenda - Thursday June 5thAgenda - Thursday June 5th

88::0000AAMM --  99::0000AAMM --  RReeggiissttrraattiioonn
99::0000AAMM --  1100::0000AAMM

SSeeccuurriittyy  PPrrooggrraamm  MMaannaaggeemmeenntt  

SStteepphheenn  GGoollddssbbyy,,  PPrreessiiddeenntt  aanndd  CCEEOO  ooff
IInntteeggrraatteedd  CCoommppuutteerr  SSoolluuttiioonnss

Information security should be managed as

any other business activity - methodically,

objectively and with an eye toward metrics.

This presentation will discuss risk, risk

assessment, risk management and most importantly, how to

integrate security risk management into business risk man-

agement at your credit union. It will demonstrate that not all

risk is bad, and security risk management is a key enabler

in today's business landscape. A framework for security risk

management will be presented and standards for implemen-

tation will be discussed.

1111::3300AAMM --  1122::3300PPMM

HHIIPPSS  ——  PPrrootteeccttiinngg  tthhee  WWeeaakkeesstt  LLiinnkk  aatt  aa  CCUU

DDaann  HHoolltt,,  CCEEOO  ooff  HHEEIITT

This session will demonstrate and discuss

methods CUs are using to protect the

weakest link in the security chain: the end

point (PCs & Servers). The FFIEC specifi-

cally states the need for multi-layered security, malicious

code prevention, OS lockdown, and Host-based Intrusion

Detection/Prevention. Zero-Day attacks are increasing, and

HIPS adds another valuable layer to any credit union's

defense in depth strategy. This demonstration will cover

preventing data loss, preventing zero-day attacks, meeting

FFIEC requirements, and reporting on the end point.

11::3300PPMM --  22::3300PPMM

MMaallwwaarree  iinn  AAccttiioonn  --  aa  LLiivvee  DDeemmoo  

JJeerrrryy  PPiiaattkkiieewwiicczz,,  SSeenniioorr  SSeeccuurriittyy  CCoonnssuullttaanntt  aatt
PPeerriimmeetteerr  eeSSeeccuurriittyy

Malicious code such as viruses and worms

was once the sole province of hobbyist

hackers – this is no longer the case. Today

malicious code is produced by professional

criminals working for groups like the Russian

Mafia. Spyware, Trojans, and Rootkits are now being used

to gain control of your systems in such a way that your com-

puters can be used to generate revenue for these criminals,

all without being detected. In this session we will use tools

to infect a computer live to see how the malcode works. You

will come away from this session having a unique under-

standing of how modern malware threatens you and what

you can do to prevent it.
1100::1155AAMM --  1111::1155AAMM

LLoogg  FFiillee  MMaannaaggeemmeenntt  --  RReeaall  WWoorrlldd  EExxaammpplleess

CChhrriiss  PPeetteerrsseenn,,  CCTTOO  ooff  LLooggRRhhyytthhmm  &&  AA..  NN..  AAnnaanntthh,,  CCEEOO  ooff
PPrriissmm  MMiiccrroossyysstteemmss  

Everyone knows that it is extremely

time-consuming - but necessary - to

perform a daily review of the log files

on all of your file, print and e-mail servers. Log file manage-

ment systems can provide visibilty into these files in a cen-

tralized location and generate in-depth reports on the per-

formance, availability, and reliability of your servers and

many differnet facets of your network infrastructure. This

session will provide a hands-on look into how two different

systems handle log file management.

22::4455PPMM --  33::4455PPMM

CCrreeddiitt  UUnniioonn  PPeeeerr  DDiissccuussssiioonnss

AAllll  AAtttteennddeeeess

Here is your chance to network with your peers on top secu-

rity topics. No moderators - just conference attendees break-

ing out in small groups to talk among themselves on topics

such as:

• Phishing

• Online Forensics

• Regulatory Compliance

• Member Education & Loyalty

• Fraud Detection & Prevention

• Stronger Authentication (FFIEC Guidance) 

44::0000PPMM --  66::0000PPMM

VVeennddoorrss’’  RReecceeppttiioonn  aanndd  EExxhhiibbiittss

Come join us for cocktails and hor deurves and meet with

some of the world’s top security vendors in an intimate and

friendly setting. Exchange notes with these security experts

and learn more about their solutions.

PPllaattiinnuumm  SSppoonnssoorrss



Agenda - Friday June 6th Agenda - Friday June 6th

1100::1155AAMM --  1111::1155AAMM

SSttaanndd  UUpp  ttoo  NNeettwwoorrkk  BBuulllliieess  --  HHooww  ttoo  BBuuiilldd  aa
NNeettwwoorrkk  tthhaatt  DDeeffeennddss  IIttsseellff

JJeeffff  SSiimmpplleerr,,  CCEEOO  ooff  SSiimmpplleerr--WWeebbbb

CUs have traditionally set the pace when it

comes to spending on technology and

security initiatives, but progress has

slowed while successful attacks on networks are more dis-

ruptive and expensive than ever. As a result, the concept

proactive network defense has emerged suggesting integrat-

ed security on all devices and applications with centralized

monitoring, management, and control. Jeff will demonstrate

the components of the “superhero network” and how they

work together to meet GLBA requirements.

99::0000AAMM --  1100::0000AAMM

NNeeww  TTrreennddss  iinn  SSoocciiaall  EEnnggiinneeeerriinngg

JJiimm  SSttiicckklleeyy,,  CCTTOO  &&  VViiccee  PPrreessiiddeenntt  ooff
EEnnggiinneeeerriinngg  ffoorr  TTrraacceeSSeeccuurriittyy

With the increase of stronger network

security, and ID theft at an all-time high,

hackers are deploying creative new social engineering tech-

niques as a means to gain your members' confidential infor-

mation. Jim will discuss various attack techniques designed

specifically for CUs, and how to defend against them. Topics

include remote attacks, such as the latest email and phone

scams, as well as numerous on-site attacks. By demonstrat-

ing examples of these malicious techniques throughout the

presentation, conference attendees will gain valuable infor-

mation that can be applied to daily business operations.

1111::3300AAMM --  1122::3300PPMM

MMaannaaggiinngg  NNeettwwoorrkkss  &&  EEnnddppooiinnttss::  TThhee  BBiigg  PPiiccttuurree

JJiimm  SShhaaeeffffeerr,,  CCEEOO  ooff  JJCCSS  &&  AAssssoocciiaatteess

It can be difficult for CU IT Departments to have

end-to-end visibility across their network and

endpoints. The majority of Security

Information Management solutions are

unaffordable for most credit unions, but this hands-on ses-

sion will demonstrate how you can affordably obtain a device-

independent view of your entire network and ensure that your

security devices and applications – firewall, IDS, IPS, AV,

URL filtering, etc – are properly configured and working cor-

rectly. It will also cover ways to deploy effective data protec-

tion solutions at every endpoint in your credit union from an

easily managed central location.

PPoosstt--CCoonnffeerreennccee
1122::4455PPMM --  11::3300PPMM

MMaaiinnttaaiinniinngg  TTeelleeccoommmmuunniiccaattiioonnss  &&
MMeeeettiinngg  AAuuddiittoorr  RReeqquuiirreemmeennttss

TTiimm  RRuuffff,,  PPrreessiiddeenntt  ooff  
TTeelleeccoomm  RReeccoovveerryy

Maintaining telecommunica-

tions with your staff and mem-

bers after a disaster is chal-

lenging at best. This point is evidenced by the fact

that the Post-Katrina reports from all of the govern-

mental agencies regulating financial institutions

placed restoring communications quickly at the top

of their lists. This hands-on demonstration will show

you how to 1) inexpensively satisfy telecom disas-

ter requirements; 2) show auditors that 

you can provide a backup telecom system with just

1 phone call; and 3) successfully answer every tele-

com disaster preparedness questionnaire on the

NCUA forms.

Post-Conference Pool Party
Sponsored by Ewart Technologies

Come join us in our poolside cabana for drinks

and refreshments. This is a perfect way to wrap-

up the conference by networking, taking a

refreshing dip in the pool, and relaxing next to a

beautiful waterfall!

WWeeddnneessddaayy  JJuunnee  44tthh  aafftteerr  PPrree--CCoonnffeerreennccee
55::0000PPMM --  77::0000PPMM

TToouurr  ooff  EEnnssiiggnn  FFeeddeerraall  CCrreeddiitt  UUnniioonn

Credit Union Security Tour
for Pre-Conference Attendees

Sponsored by Heit



Hotel Information

To make your hotel room reservation, call the resort

directly at 800-228-9290 and ask for the CU

InfoSecurity Conference room block. Make your

reservation early to take advantage of the special

conference rate - space is limited.

Just 15 minutes from the Las

Vegas Strip, this intimate golf &

spa resort redefines the Las

Vegas experience. Boasting over

50 acres of lushly landscaped

grounds including a resort pool com-

plete with waterfalls and whirlpools,

this Las Vegas resort provides the

ultimate getaway. The resort features

deluxe oversized guest rooms, 11 restaurants, and

uncompromising levels of service and amenities.

You can cancel with no penalty before April 15th.

Cancellations received after April 16th and before

May 1st will receive a refund minus a $100 handling

fee. No-shows and cancellations after May 1st will

be charged the full registration fee. You may transfer

a registration to another person at any time.

CU Security Officers ~ Compliance Officers
IT Department Managers ~ Operations VPs
DP Vendors & Security Vendors
Marketing & Communications Managers
CEOs, Presidents, Managers & Board Members

Cancellations

Who Should Attend

www.marriott.com/hotels/travel/lasjw-jw-marriott-las-vegas-resort-spa-and-golf

Media Sponsors Preconference - Wednesday June 4th

22::0000PPMM --  33::0000PPMM

OOnnlliinnee  TTrraannssaaccttiioonn  MMoonniittoorriinngg  PPaanneell  DDiissccuussssiioonn

AArrccoott,,  DDiiggiittaall  RReessoollvvee  aanndd  iioovvaattiioonn
Some security experts are convinced that credit unions

are spending too much money on front-end authentication

and not enough on transaction monitoring after the logon.

They argue that if one of your member's identity is com-

promised, security layers beyond authentication should be

in place to limit the damage cybercrooks can do. In this

session, our experts will cover ways to actively monitor all

activity online and proactively address those risks.

33::0000PPMM --  44::0000PPMM

EEmmaaiill  PPrriivvaaccyy  --  PPrrootteeccttiinngg  YYoouurr  MMeemmbbeerrss

DDeennaa  BBaauucckkmmaann,,  PPrroodduucctt  MMaannaaggeemmeenntt  DDiirreeccttoorr  ffoorr  ZZiixxCCoorrpp
Email is one of the easiest and most effective ways for

credit unions to communicate with members, and yet many

credit unions are reluctant to fully leverage its benefits. Why -

because email is inherently insecure. Sending an email is

analogous to sending a postcard, with the contents of the

message clearly visible to all. With identity theft at an all time

high, it is critical to protect members by securing emails that

contain personal information. Join this session and learn

about the different approaches available to secure email. 

44::0000PPMM --  55::0000PPMM  --  SSeessssiioonn  OOnnee

MMoobbiillee  PPhhoonneess  ffoorr  TTwwoo--FFaaccttoorr  AAuutthheennttiiccaattiioonn

SStteevvee  SSmmiitthh,,  MMaannaaggeerr  aatt  CCllaarreeiittyy  SSeeccuurriittyy
Credit unions seeking to expand their online and mobile

banking offerings to their members face the challenge of bal-

ancing security with usability. Mobile authentication can be

the linchpin that holds together online banking and mobile

banking in a way that marries security with convenience.

This session will cover how mobile authentication can help

protect members from various hacker methods including

"man-in-the-middle” attacks, and will demonstrate how a sys-

tem works in the real world.

44::0000PPMM --  55::0000PPMM  --  SSeessssiioonn  TTwwoo

SSpprreeaaddsshheeeett  SSeeccuurriittyy

TToonnyy  PPrryylloowwsskkii,,  CCEEOO  ooff  EExxSSaaffee
Spreadsheets are often the most common method used to

analyze CU data and are often used as a front-end to more

advanced BI systems. All kinds of sensitive data are stored in

spreadsheets. This hands-on session will cover the handful

of security features built into Excel and will also go a step

beyond and demonstrate advanced third party solutions that

deliver security features such as role-based security, support

for electronic signatures and locking down to the cell level.




