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Securing the Credit Union from the Inside to the Outside

Considering the statistics that | continue reading about insider threat, it is pretty safe to say that credit unions have
focused too much on the perimeter and not enough on the insider threat. After all, the best security, perimeter or other-
wise, cannot protect you from the person who holds the keys. Smaller CUs are particularly vulnerable to this type of issue,
simply because they do not have enough people, and therefore the same person ends up covering too many roles and
having all the information and responsibility. In large CUs it is easier to spread authorizations and responsibilities in such
a way that no one single person has too much access or too much power. This helps prevent or at least minimize the risk
of insider threats. But in smaller CUs this may not be feasible, and the issue becomes more real.

It is important to note that network security and data security need to be approached together but separately, as they are
separate issues. Network security should guarantee that outsiders are kept out of your network; data security should
guarantee that insiders do not have the possibility of getting more than they should.

For security to be ubiquitous it needs to be approached as a business issue and as a process; any time an organization
approaches security only from a 'hardware' stand point, the overall security posture does not increase. Good processes,
well thought out procedures, risk analysis, well configured permissions, are all part of an overall security strategy. And
this is likely the core term - security must be approached as
a strategy, and the perimeter security needs to be a part of
it, but not the entirety of it.
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To take on the ever-changing threats from malware, we CTO
developed the Z-Scan, an ultra high speed zero day anti-
malware system, which has just won the PC3 Corporate
Choice Award for technology innovation. It is the first real
time antivirus system that protects our customers from
unknown threats, from malware that no one has seen
before, and for which signatures are not yet available.
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From a perimeter standpoint the worst thing about today's
threats is their sheer number. We are seeing a new threat
every 10 seconds or less! This is a staggering figure, and
one that has caused panic among basically all the AV
providers, globally. The traditional way of creating signa-
tures no longer works for the way threats are being deliv-
ered. We see a new piece of malware appear on the hori-
zon, unleash the attack, and disappear within hours. A tra-
ditional AV signature takes several hours to be created,
tested, and deployed. By the time this happens, it is too
late; the attack has already come and passed. And all that
is left to do is collect the pieces and tediously clear the

workstations if it is still possible.

With the new Z-scan, Network Box approaches the prob-
lem in a totally revolutionary way, creating signatures with-
in literally seconds of when a new threat is seen in the wild.
Our average in 2 months of operation has been 30 sec-
onds, with records down to 3 seconds. With this system,
our customers are 'immediately’ protected against new
malware, as soon as it is released. When considering that
this is by far the worst issue all customers are facing in
perimeter protection, we expect this to be a great improve-
ment in protection.
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