
Cloud computing, at its best, will completely change IT as we know it - sharply reducing the capital expenditures most compa-
nies make in technology infrastructure, vastly reducing time to market by making the deployment of new systems quick and pain-
less, and creating a much more efficient way to manage and maintain your systems.

But security and control questions abound regarding most cloud providers and the solutions they offer - particularly among finan-
cial institutions. The Cloud Security Alliance Congress held in November 2010 brought together technology leaders from around
the world to discuss enabling secure and compliant information services, practical ways to measure data privacy in the cloud,
bringing operational cloud benefits to security, and other issues. 

Of course utilizing "private" clouds can eliminate some of the privacy and security concerns financial institutions may have - as
information is stored separately from other organizations. But regardless of the type of cloud used - public, private or hybrid -
appropriate assessment criteria, relevant controls, and timely access to necessary supporting data are critical for risk manage-
ment and compliance.  The Cloud Security Alliance provides a toolkit for enterprises, cloud providers, security solution providers,
IT auditors and other key stakeholders to help them assess both private and public clouds against industry established best prac-
tices, standards and critical compliance requirements.    

The most important questions Ongoing Operations believes
credit unions should be asking when initially evaluating cloud
providers are:

- How reputable is the vendor? Are they financially sound and
likely to continue operations?
- Will your members' information be protected and stored sep-

arately? (exist in a private vs. public cloud)
- How does the vendor's security model compare with the cred-
it union's?
- What type of SLA would be acceptable for your credit union

and its members? (e.g. 99.9% - How does this compare with
internal downtime you experience today?)
- Is the vendor familiar with credit unions' and the multiple third

party connections they require? (e.g. The Fed, online banking
vendors, debit & credit card processors, etc.)
- How would staffing levels be affected internally? What other

initiatives could the CU move forward if the data center functions
were outsourced?

Once this type of basic criteria is understood about the provider
and how they are aligned with your credit union's overall tech-
nology strategy, it is time to dig deeper into their security pos-
ture. 

* What controls are in place to protect your data?
* How are security threats and vulnerabilities identified and

reduced on an ongoing basis?
* Are data centers SAS 70 and PCI compliant?
* Does the provider comply with all current security measures

recommended by The Cloud Security Alliance?

With the right approach and due diligence, an appropriate cloud
solutions provider can help your credit union experience the
benefits of this major shift in technology without compromising
security or reliability. 
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