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Credit union IT managers looking to increase their security spending would be well advised to bring in their C-level man-
agement team early in the planning process. This way they will have a better frame of reference and the right back-
ground. With limited budgets, senior managers want to know what the security plan covers and how it benefits the cred-
it union.

To win those budgets, the IT Department must make sure that they are addressing real business problems. This means
clearly identifying the greatest risks to the credit union and their members, and having well defined processes in place
to mitigate these critical threats. Sometimes the latest and greatest defense is not what is needed, but rather a more
focused application of technology and human resources. The security and technology side of the credit union must
become more involved with the business side so that everyone is working together to protect the right assets.

Follow-up reporting is also very important — IT managers should be able to show how they allocated their previous year’s
budget and what it did to help keep the credit union secure. Hard numbers really help make the business case, so IT
staffers should document where their time goes which will help them justify new systems that can save them time in their
daily jobs. In most cases, security outsourcing will prove to save money for the credit union and free up time for internal
staff to work on other projects.

At Integrated Computer Solutions, we bring military grade security to commercial environments. We utilize NIST guide-
lines when delivering risk assessments so that we can clearly identify and measure risk for our clients. Working with the
credit union as a partner, we facilitate the prioritization of the risks and the responses. The goal is to clearly delineate
what could — and should — be done to enhance security. It is a common sense approach that often relies on the well
known 80/20 principle to put the limited security dollars in the best place.

IT resources are usually stretched thin at the credit union. It is our goal to enhance and augment, rather than replace,
credit union staff at a very affordable price point. Very few credit unions can afford to keep top
quality security experts on staff, or maintain the breadth and depth of security expertise that is
needed today, and so we offer a "virtual team” to our clients, making available subject matter
experts with various specializations on an as-needed basis. We have certified experts on staff
that cover every common system and application platform including Windows, UNIX, Microsoft
Exchange, Cisco products, databases, and others. We also have a deep understanding of ISO
17799 standards, Gramm-Leach-Bliley Act (GLBA), Sarbanes-Oxley Act (SOX), National
Credit Union Administration (NCUA) guidance, and the Federal Financial Institutions
Examination Councils recommended guidance. The fact is that you receive enterprise quality

Faron Golden support at much lower cost with our consulting and managed security services. Whether it is
Chief Operating Officer inside the data center or at the perimeter, ICS has the skill sets onboard that can help credit

unions of any size stay secure.
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