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Combatting Attacks, Breaches and Compliance Issues with DMARC

The relationship between credit unions and their members is based on trust. As of late, this rela-
tionship has been jeopardized with the increase of sophisticated phishing attacks falsely being
sent on behalf of credit unions and members innocently opening and following the steps in the
communication. If the phishing email lands on the members’ inbox, they are just one ill-advised
click away from becoming a victim of fraud. 

To reestablish trust in email communication, a protocol called Domain-based Message
Authentication, Reporting & Conformance or DMARC was created. The DMARC standard can be
used by any organization to access critical, raw reporting data that helps them see who is send-
ing email and who is spoofing their domains. 

What to do with all this reporting data? This is where DMARC Compass by Easy Solutions
comes in. DMARC Compass is a cloud-based service that collects, parses, organizes and visual-
izes all this data to paint a complete picture of global email flood. This innovative solution offers
organizations a simple platform to get everything in one place, including unrecognized senders,
misconfigurations and unknown IPs spoofing email from the credit union’s domain. 

With DMARC Compass, credit unions have the ability to make sense of the data, set the stage
for trusted domain-based email and allows them to take back control of their email channels from
spammers and fraudsters. 

DMARC Compass works even better when combined with a fraud intelligence solution. At Easy
Solutions, we seamlessly integrate DMARC Compass with our fraud intelligence service, Detect
Monitoring Service, allowing for a real-time feed of information that improves phishing attack visi-
bility, speeds up takedown times, decreases losses related to account takeover and rebuilds the
trust between the organization and its key stakeholders. 


