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Addressing Insider Threats, Cyber Attacks & Data Security

Like all financial institutions, the reality of insider threats represents a serious security concern to credit unions. Whether
it's an employee who unknowingly opens a phishing email or a contractor with access to privileged areas of a corporate
network, insider threats are particularly insidious because they often remain undetected for an extended period of time.

Credit unions of course represent a highly attractive target given the significant amount of highly sensitive data that they
house. And consequently, they have invested heavily in their security infrastructure over the years to ensure the integri-
ty of their member’s data. In response to a more hardened perimeter, hackers have resorted to more sophisticated and
targeted attacks such as spear phishing. Last year, in fact, the US Secret Service issued a warning in which they noted
that they were seeing a “significant increase in the frequency, sophistication, and fraud losses” associated with these new
attacks.

For financial institutions in particular, many spear phishing attacks take the form of Business E-mail Compromises, or
BEC scams, in which the attacker attempts to impersonate a legitimate, usually high-level employee in an attempt to
extort the user credentials from another employee. While these scams are nothing new, they have grown in sophistica-
tion, with hackers leveraging social media and professional networking sites such as LinkedIn, to identify those insiders
that are to become targets. BEC scams can run the gamut
from simple email spoofing of an email address to more com-
plicated malware attacks in which they attempt to take con- Daniel Ingevaldson
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One emerging standard that is proving highly effective
against spear phishing is adding Domain-based Message
Authentication, Reporting, and Conformance (DMARC) to
your e-mail delivery systems.
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The DMARC standard is designed to help with spear phish-
ing by identifying and blocking, based on policy, the treat-
ment of these types of e-mails that appear to be from trusted
and even internal e-mail delivery domains. The most valu-
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security is the most effective way to identify and mitigate clouds. Our products range from fraud intelligence and
these and other types of threats. To this end, we have devel- secure browsing to multi-factor authentication and transac-
oped a full portfolio of products and services oriented to help- tion anomaly detection, offering a one-stop shop for end-to-
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their email platform, proactively detecting targeted attacks
and preventing these attacks from spreading so that
attempts to compromise corporate ‘insiders’ are recognized
at the earliest point in the fraud lifecycle.
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