Addressing the Big 3: Cyber Security, Fraud and Compliance
The cyber threat landscape has changed substantially over the last 18 months. A mature cybercrime economy and supply
chain have emerged virtually overnight. This ever-expanding supply chain acts as a force multiplier for online crime, hactivism
and cyber terrorism. And to make matters worse, the pace of innovation among these bad actors is far outpacing the evolution of the technologies designed to defend against them. As a result, most organizations have come to realize that it is really a matter of When, not If, they’ll be breached, if it hasn’t already happened and they just don’t know it.
A recent Gartner study highlights that advanced targeted attacks make prevention-centric strategies obsolete and that investment in information security needs to shift substantially. The report specifically projects that spending on monitoring, detection
and response technologies will grow to 60% of information security spending by 2020, up from less than 10% today.
The latest Verizon Data Breach Report shows that 76% of all breaches reported involved the use of weak or stolen credentials. That means that someone was pretending to be someone they’re not. Almost invariably, the imposter, once into the network, will behave very differently than the authorized user whose credentials they’re exploiting. Today, most organizations don’t
know what ‘normal’ looks like for their employees and authorized users. Therefore, they’re unable to detect when abnormal
activity occurs. That’s where LogRhythm comes in.
Our credit union customers are using our out-of-the-box behavioral analytics capabilities to automate the discovery of what normal is on their networks. They then use our behavioral whitelisting feature coupled with our advanced analytics engine to monitor for and alert on exceptions to that baseline. There are also
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