
Combatting Insider Threats

Insider Threats were one of the primary drivers for the creation of Privilege Account Management products back in the mid-
2000s. One of the core factors to combatting insider threat is individual accountability. Individual accountability sounds easy
in theory (John Smith has a userid jsmith and therefore is accountable for all actions performed by jsmith), but in practice it
can be much more complicated.

The first issue is around accounts that are not ‘owned’ by a single person. The most common examples of this are the ‘root’
account on Linux servers, or the Local Administrator account on a Windows server. These accounts always exist and have
a password. This password might be needed in emergency situations (single user mode on a Linux server, or a Windows
member server losing connectivity to Active Directory). The fact that multiple people (even in a Credit Union) might need this
password provides the problem for individual accountability. As soon as more than 1 person has access to the password for
one of these accounts, you lose the ability to assign individual accountability.

Privilege Account Management products provide a solution for the above issue. These tools take control of these shared
privileged accounts. The product manages the password for these accounts and holds them securely until they are needed.
When needed, an authorized person retrieves the password
from the tool. This provides individual accountability because it
is logged who had ‘root’ or ‘administrator’ at a specific time.
Since the tool is the only one who knows the password until it
is released, you know who was using the password at any
given time, thus providing individual accountability.

Another issue around insider threat has been the misuse of
privileged access. Most tools and applications provide an audit
trail to provide information around activities, but unfortunately
with enough access the user might have the ability to modify or
delete the audit trail. One way of preventing this kind of action
is by providing privilege access through a controlled session.
Tools that provide this functionality will typically proxy the con-
nection to the target system, and record the activities that
occur within the session. The key control is that although the
user has privilege access on the target system, they do not
have any control over the tool recording the session. This
allows the session to be recorded outside of the reach of the
user. Therefore, even if the person has root privilege on a serv-
er and can modify files on that system, their session is record-
ed and their actions are available for review.

A typical use case for this scenario involves Remote Vendor
Access (RVA). Many Credit Unions have contractors or service
providers who support systems within their environment. By
using a session recording tool, the Credit Union is able to see
all activity that the remote vendors are performing on their sys-
tems, thus giving them a more granular view of the activity

As more systems move to cloud or remote support, the defini-
tion of ‘inside’ becomes blurred. By focusing on privilege, you
can look to secure your information independent of where it is
located or who is supporting it.
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