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Online, Mobile, Network & Physical - Securing the Spectrum

Each of these channels has their own security requirements and challenges. What is important to keep in mind is that cred-
it union IT Departments must continually balance member convenience with the need to diligently protect their personal data
and the credit union's assets. It is imperative that credit unions have well designed Information Security programs and poli-
cies in place that clearly spell out employee procedures and guidelines that will help ensure the protection of these assets.

Of these four areas, the physical area is perhaps the easiest to secure. Credit unions of all sizes have always had surveil-
lance systems, vaults, signage about no hoods or sunglasses in the branch, etc in place. Unfortunately, the other three areas
are much more difficult to protect, especially as the bad guys are continually getting smarter and more aggressive in their
tactics. Because the threat environment is getting worse all of the time, ongoing staff security education remains vital - your
own employees are often your weakest link. We've all heard Social Engineering horror stories!

The network remains the most sensitive area to defend both from outsiders and insiders. The network is the lifeblood of the
credit union and its servers and databases hold the crown jewels: member data and financial information. Adequate controls
must be implemented and regular testing must take place in order to keep the network secure from external and internal
threats.
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